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PATIENT PRIVACY PROGRAM
Health Insurance Portability

And

 Accountability Act 1996 - HIPAA
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Dear LifePoint Facility Workforce Members,


LifePoint Hospitals takes pride in every aspect of patient care provided by our facility staff and business associates.  As mentioned in our Code of Conduct brochure, Common Ground, we strive to provide high quality, accessible, and compassionate health care to non-urban communities.  Part of that high quality, accessible care includes providing every effort to protect our patient’s privacy.  In order to make that possible, we must inform you of what it takes to protect  health information (PHI) during and as part of your everyday duties that will contribute to the privacy of our patients.  We will refer to this information as our Patient Privacy Program.


The Patient Privacy Program included in this publication has been developed to help guide us in our compliance requirements for the Health Insurance Portability and Accountability Act of 1996.  These compliance requirements apply to all members of the LifePoint Facility Workforce – both paid and unpaid and under our direct control.  This Privacy Program will impact your daily activities while at work and at home because it is important that our commitment to patient privacy goes beyond the physical walls of our facilities.


Much of this program’s content may seem second nature to you.  This is to be expected and understandable.  In fact, we expect that you will not find much of this information new or unusual to your current interactions with fellow employees, patients, physicians, and others with whom you work.  As with the Code of Conduct we will depend on you to apply your own ethical practices that will help enforce and achieve the principles discussed in this program.  Consider this program simply as a way to reinforce and remind you of the Privacy principles crucial to protecting patient information.


Nevertheless, situations will arise that are confusing.  Again, just as with issues related to the Code of Conduct, you may have questions about the ethical and practical application of the privacy requirements contained in this document.  If you have further questions or are faced with a decision that you are not able to make given the resources you have been provided, or just need assistance with a concern or complaint, we urge you to consult your supervisor, another member of the management team, your facility Privacy Officer, the Corporate Privacy Officer or the Ethics and Compliance line a 1-877-508-LIFE (5433).  We assure you that there will be no retribution for any inquiry or for reporting a possible breach of the Patient Privacy Program.


All LifePoint Facility Workforce members play a critical role in the success of this company and the satisfaction of our patients.  Thank you for joining with us in upholding our Patient Privacy Program.

Sincerely,

William Carpenter

Chairman and Chief Executive Officer
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The Purpose of the Privacy Program




Our Privacy Program provides guidance to all members of the LifePoint Workforce concerning our daily duties and activities associated with the privacy and confidentiality of our patients’ information.  This guidance takes the form of our obligation to comply with the Health Insurance Portability and Accountability Act, Standards for Privacy of Individually Identifiable Health Information, 45 CFR Parts 160 and 164.  This obligation applies to all of our workforce who interact with our patients, our affiliated physicians, and business associates.  April 14, 2003 was the deadline for compliance with this obligation.


This Privacy Program is a critical component of our overall ethics and compliance program.  We have developed this program as a method to inform and train our workforce regarding the compliance requirements for the Privacy Standards within the Health Insurance Portability and Accountability Act and comply with applicable state laws and regulations.


The Privacy Program is intended to become part of our everyday operations and working processes and be easily understood.  In most cases, the compliance requirements will be able to be addressed and carried out by local staff and management.  Some subjects may arise in which additional guidance is needed that would require assistance from those directly involved in order to have sufficient direction.  


We promote local management autonomy in order to meet local needs, however, the policies set forth by this program are mandatory and must be followed. 

Leadership Responsibilities



All LifePoint Facility Workforce members are obligated to follow our Patient Privacy Program.  As with the Code of Conduct, we expect our leaders to set the example of model program compliance.

Our leaders must ensure that those on their team have sufficient information to comply with our privacy program policies, the regulations and applicable laws as well as be a resource for promoting the highest standards of ethical responsibility.  Our environment must encourage everyone in the organization to raise concerns when they arise.  We must never sacrifice patient privacy in the pursuit of personal curiosity or attempt to inform persons who do not need to know.
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Relationships with Our Healthcare Partners



Patients
Our intent is to provide our patients with the most seamless approach to health care processes as possible.  In doing so, we will integrate operational processes and collections of information between our other healthcare partners whenever possible.  Our healthcare partners are defined as other providers involved with the patient care process such as our medical staff physicians, allied health professionals, etc.  For this reason, certain regulations require providers to notify patients of their privacy practices.  Therefore, upon admission, each patient is provided with a written statement informing them of our privacy practices.  This document is referred to as our Notice of Privacy Practices.

Notice of Privacy Practices:  This notice describes how patient health information is used and how it may be disclosed as part of our everyday treatment, payment, and operations purposes.  It explains patient rights concerning how the patient can make decisions about his/her health information and what mandatory reasons may require disclosure of their health information.  The notice also provides information as to how a patient or employee can report a concern or file a complaint.  The notice will be provided to each patient upon the first visit to one of our facilities and anytime requested thereafter.  The patient will be asked to acknowledge his/her receipt of the Notice in writing.

Emergency Treatment:  Patient care and the rules regarding how patient information is used or disclosed will never interfere with emergency treatment situations.  While certain regulations require information to be handled in specific ways, it is not the intent of these regulations to cause any interruption in patient care.  For this reason, there may be some exceptions to the statements made in the Notice of Privacy Practices.  These determinations will be made by qualified personnel on an as needed basis and only when faced by decisions that are in the best interest of the patient’s care and safety.

Patient Rights
In addition to patient rights related to treatment processes, patients also have certain rights as to how their information is used and disclosed.  These rights include:

Patient Right to Access:  Patients have the right to access any of their information that is defined as part of our facility designated record set.  A designated record set is defined as the portions of patient information that are collected and retained by our facilities or business associates and used to make 
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decisions about the patient.  This information includes both clinical and financial information.  A patient can request to see, read, and even ask for a copy of their information.

If the request is not urgent or needed for continued care, our facility staff can take up to 30 days in most cases to fulfill this request, longer if the information is not stored on the facility premises.  At any rate, the patient should always be notified within 30 days or sooner regarding what the status of their request is.  In most cases, the request may even be fulfilled the same day.

Right to Amend or Correct:  Should a patient read or see something in his/her patient information that they may feel is not correct or needs further clarification; they have the right to request that the information be amended or corrected.  Usually, our staff will need to confirm the request with the healthcare professional that made the entry.  Once this has been done, the patient will be notified as to whether his/her request can be fulfilled.  There may be some instances that the request is denied based on the author’s opinion regarding the accuracy of the information, or the ability to make the correction based on the availability of the record and/or the technical capability to do so.  In any case, the patient should always be notified within 30 days of the status of their request, preferably in writing.

Right to an Accounting of Disclosures:  Patients also have the right to request a listing of uses or disclosures of their information that may have been made without their authorization.  Remember, patient information can include anything listed as part of the facility designated record set.  Our facilities are required by certain state and federal regulations to release patient information for purposes such as law enforcement and public health reasons.  We keep a listing of uses such as this in case the patient should ask to be informed of these uses.  Sometimes it takes significant resources to prepare this listing, which is why we have up to 60 days to fulfill the request.  In any case, the patient should be notified of the status of their request within 60 days, also preferably in writing.

Alternate/Confidential Communications:  Another request that can be made by a patient is that we cooperate with requests to communicate with the patient at another address or phone number than the one he/her registered with.  There may be reasons, not required to be explained, that a patient prefers to not have information mailed or called to the registration address or other address on file.  It is our intent to comply with this request but if the patient cannot give a sound alternate point of communication then there may be times that we cannot agree.  If the patient does not respond to communications provided at the alternate locations, then we may, after a reasonable period of time, attempt to communicate with the patient if necessary at other addresses we have on file.
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This will likely only be done when continued care or billing requires more aggressive efforts.

Restrictions on Uses and Disclosures of Patient Information:  Even though we explain or give examples of how we intend to use patient information, there may be times when the patient requests additional restrictions as to how his/her information is used or disclosed.  Patients have the right to request that access or disclosure of their information be restricted and we will attempt to honor the requests if possible.  We will not be able to restrict uses or disclosures related to treatment, for the facility’s internal operations, or if it is after we have already used or disclosed information.  We will try to accommodate other requests to the best of our ability to do so.

Affiliated Entities/Healthcare Partnerships



Affiliated health care professionals, primarily physicians that share common ownership, may be designated or integrated within our health care components as a single covered entity.  This will provide for a smooth and seamless visit and treatment process for patients within our facilities.  We must structure our affiliated relationships so that we are in compliance with legal requirements.  Such arrangements will promulgate a single encounter and documentation process for the patient.  The most common arrangement that you will see when we have an affiliation with another physician or treatment service will be an Organized Healthcare Agreement (OHCA) or perhaps a Business Associate relationship.  These affiliations are often crucial to completing the treatment process for many of our facilities.

The Organized Healthcare Arrangement (OHCA)



The arrangement referred to as an OHCA allows our affiliated partners to use and disclose patient information with each other without the need for separate patient authorization and other regulatory requirements of HIPAA.  Other examples of an OHCA may include a clinically integrated setting in which patients receive care from more than one health care provider- physician clinic, or perhaps a joint arrangement where diagnostic or therapeutic services are shared such as in the case with an MRI or dialysis.  All processes and risks associated with the treatment process are shared between both parties of the OHCA.  Likewise, participants within the OHCA will also share this same Notice and utilize other forms as the hospital does related to the use and disclosure of protected health information. Medical Staff members will be sent a letter appraising them of their status as part of our organized healthcare arrangement.
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Business Associates



Many products and services our facilities and healthcare professionals use may also require the use of patient information in order for these products and services to be provided.  We refer to these relationships as our Business Associates.

A Business Associate uses patient information on our behalf to provide us with a needed product or service.  Anytime our facilities are engaged with a Business Associate described here, it is necessary for us to ensure that our contract language includes the same standard of compliance as our own policies and procedures.

Business Associates are expected to use patient information with the same care and concern that any of our facility employees would do.  Should the Business Associate use any other agents or subcontractors to help them with the work we contracted with them – they would be expected to conform to the same requirements as the Business Associate.  Even though HIPAA does not apply to a 

Business Associate, they are still contractually obligated to provide the same level of confidentiality and privacy for patient information that we do.  We are required to obtain a Business Associate Agreement (BAA) for all new contracts or contracts that will be updated by October of 2002 by April 2003.  For contracts that are existing and do not have a renewal date until after October, 2002 then have until April 2004 to secure a B.A.A.

Business Information Practices



Documentation, Retention and Disposal of Information

Documentation: In accordance with the regulatory compliance standards of 45 CFR, parts 160, 164, and other state regulations; LifePoint is also required to document, retain, and dispose of health information with specific care.  Our 

facilities are responsible for the integrity, safety and accuracy of all the patient information we collect and maintain as part of our designated record sets.

Retention of Records: HIPAA requires documentation to be maintained for a minimum period of six (6) years; longer if state laws or other company policy determines a longer term to be more sufficient.
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Retention requirements include documentation on workforce training and education, authorizations, requests or requisitions for access, accounting of disclosures, requests for confidential/alternate communications, complaint logs concerning reports of potential privacy violations as well as investigation and resolution or sanctions applied as a result of the complaint.  Also included in the retention requirement is documentation and assessment of minimum necessary access, appointment of personal representatives and especially any requests for amendment or restriction of access even if the requests have been denied.  

There may be exceptions related to HIPAA that cannot be maintained but those exceptions are usually the result of the material or information not being part of the facilities defined designated record set.  All facilities will have documentation as part of the Patient Access policy that declares what components of patient information, primarily by department, will be part of their designated record sets.  An example of information that may not be part of a facility designated records set would be information collected as part of our internal quality monitoring or internal audit process.  All other medical and business related documents and their references to documentation requirements, retention, and disposal are addressed in the LifePoint Record Management Policy.

Disposal of Documents and Records: While disposal and destruction procedures are also thoroughly addressed within our Ethics and Compliance policies, HIPAA expounds that obligation to ensure that the processes we use also take patient privacy into consideration.  We must assess our current disposal and destruction processes to include all elements that might contain individually identifiable health information (IIHI).  This requires us to think beyond the paper record and consider other items such as patient ID arm bands, addressograph cards, diskettes, CDs and even our PCs that may be retired or replaced.  Any medium that could potentially contain IIHI must be considered as part of our processes.

Workplace Practices



Authority and Guidance

We must ensure, as a Company, that we have done our best to implement proper administrative, technical, and physical safeguards to protect patient health information from any intentional and unintentional use or disclosure.  In order for LifePoint to establish responsibility for compliance with the HIPAA Privacy Standards, it is important to understand the provisions of our HIPAA Compliance Program.
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Each LifePoint facility must appoint a Facility Privacy Officer.  The Privacy Officer should also have a committee of individuals that assist with the oversight and accountability of the privacy standards.  This committee does not have to be a separately operating unit but must meet on a routine basis to ensure consistency and continuity of the HIPAA Compliance Program.  The Privacy Officer must also be a member of the Facility Ethics and Compliance Committee.

The Privacy Officer is responsible for reporting the status of the facility’s HIPAA Compliance at least quarterly to the Ethics and Compliance Officer or Committee.

As part of the Compliance Program – the Privacy Officer must be sure that facility efforts are focused on the protection of patient rights as defined under the HIPAA Privacy Standards by ensuring that the facility workforce has been educated, trained, and practice the principles related to access, use and disclosure of protected health information (PHI).  Special care must be taken to reduce incidental uses and disclosures by ensuring reasonable safeguards and that minimum necessary standards are in place.  An example of an incidental use or disclosure might be glimpsing patient information on a sign-in sheet or overhearing a conversation about patient information at a nursing station while visiting a friend or relative.  

Guidance will be provided to establish minimum necessary access to satisfy access requirements for the workforce to perform their job related duties.  It is important to remember that patient information learned while at work cannot be discussed with friends, family members, or neighbors; nor should patient information be accessed to satisfy one’s curiosity about a friend or family member currently being treated in your facility unless you have direct treatment/processing responsibilities for the patient.

New facility policies and procedures have been developed and existing policies may be used to compliment the corporately-approved HIPAA Compliance policies, but it is expected that the Corporate HIPAA policies will be used as the basis for compliance.

HIPAA Compliance Program Provisions



The main provisions of the Compliance Program include the development and implementation of policies and procedures that ensure workforce training; a complaint filing process for both patients and employees; our workforce must also understand that we have the responsibility to inform patients of their rights 

to make decisions and access their own information.  The provisions also include
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a disciplinary and sanction process as well as mitigation and non-retaliation for any event reported in good faith.  As mentioned previously, we are required to keep documentation of all of these provisions.

Training: The HIPAA Privacy Standards require that all LifePoint workforce members be trained by April 14, 2003 and annually thereafter.  Some policy changes may require additional education.  It is important to focus training efforts on the purpose of HIPAA and how it impacts that workforce member’s ability to perform his/her job with respect to the privacy standards.

Complaints: Patients and employees have the right to file a complaint or report a concern regarding any potential patient privacy violations.  Just like with the standards recognized in the LifePoint Code of Conduct, all good faith attempts to report a potential/suspected violation will be logged, investigated, and appropriate action taken to resolve any confirmed violation.  We encourage all workforce members to report, when it is appropriate, all complaints to their immediate supervisor.  The supervisor will in turn advise the employee of the proper steps to follow or how to contact the facility privacy officer to ensure the concern is documented.  If this recommendation is not appropriate, the employee or other member of the workforce or patient is encouraged to go directly to the Facility Privacy Officer or call the Ethics and Compliance Hotline at 1-800-508-LIFE (5433).

Sanctions: All reports of suspected violations will be investigated and if confirmed, appropriate action or sanction will be applied up to the point of employee termination or revocation of Medical Staff privileges if necessary.  The LifePoint Complaint Process and Disciplinary Action policy describes the events that should take place.  We encourage local autonomy and decision making in all LifePoint facilities.  As with all LifePoint policies, the precise disciplinary action will be subject to and depend on the nature, severity, and frequency of the violation.

Mitigation: If a facility has determined that a member of the workforce or even a business associate has misused confidential health information, the facility will communicate this to the Facility Privacy Officer.  Refer to the Complaint Process and Disciplinary Guidelines policy if any employee is found to have misused health information.  If a business associate has misused the information, the facility must proceed to investigate the misuse, determine if the misuse was serious or repeated and counsel the business associate as appropriate.  If the business associate continues to violate or misuse information, then the facility has the right to terminate the business associate agreement based on breach of contract.
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HIPAA Committee Objectives



The Privacy Officer should have a committee of individuals that assist with the oversight and accountability of the privacy standards.  This committee does not have to be a separately operating unit but must meet on a routine basis to ensure consistency and continuity of the HIPAA Compliance Program.  The Privacy Officer must also be a member of the Facility Ethics and Compliance Committee.  The HIPAA Committee should consist of multidisciplinary team members to include hospital wide departmental representation and physician representation.  

The Compliance Committee should be utilized to review hospital specific procedures and issues to ensure the HIPAA Compliance Program requirements are being met.  It may also be necessary for committee members to assist with certain activities associated with assessing or implementing compliance requirements.  The Facility Privacy Officer will chair the committee and make recommendations for committee functions when appropriate.

Privacy Policies & Procedures

Guidance will be provided for all the required privacy standards in the form of policies and procedures.  Some of the policies have already been mentioned in previous information where appropriate.  Others policies are described below:

Notice of Privacy Practices: All patients will receive a Notice of Privacy Practices informing them of how we intend to use and disclose their patient health information.  This notice will generally be given out during the registration process so it is important that all registrars understand what the information in the Notice means and who to refer the patient to if there are questions that cannot be answered.  We must also document in our records that the patient has been given the notice – this will most likely be done using the acknowledgment section on the conditions of admission form.

The notice also describes how the patient can file a complaint and what to do if they are not satisfied with the results of the complaint.  All patients and employees can file a complaint with the Secretary of the Department of Health and Human Services if they do not feel their complaint has been handled appropriately or to their satisfaction.  It is recommended to always try to resolve the patient complaint to the best of your ability and to the patient’s satisfaction if possible but we do recognize that there may be extenuating circumstances or valid reasons for which this cannot be done.
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Business Associates: As explained in earlier sections of this brochure, a Business Associate is a person or vendor that we have engaged to provide us with
a service that requires the use of protected health information (PHI) on our behalf.  Whenever a relationship like this exists, it is required that we have a specific contractual addendum or agreement in place that the Business Associate has agreed to.  Even though a Business Associate is not required to comply with the HIPAA regulations, they are required to provide services per our expectations and based upon what we need in order to ensure appropriate business practices.  

Since we chose to engage a Business Associate to help us provide these services then it is in our best interest to ensure that the Business Associate can also provide the same level of patient access and decision making abilities that we would if we were able to provide the service ourselves.

Minimum Necessary: Minimum necessary access must be evaluated and established to satisfy access to information required for an employee to perform their job related duties.  A matrix describing the appropriate access and reason for the access will be reviewed and revised at least annually.  This matrix is organized by job title to capture all of the positions in a LifePoint facility.  Whenever an employee has access to more than is required to do their job, it is still the employee’s responsibility to know what appropriate use of patient health

information is.  Additional information that is acquired or accessed should not be divulged or discussed in any way if it is not required or needed to perform your job. 

Authorization Requirements: It is no longer appropriate for a patient or requestor to just write a note requesting access to information.  Authorizations require specific elements to be considered valid authorizations.  Your facility will be using either a standardized form provided by Corporate or your existing forms will be modified to include the standard elements.  Authorizations should be used to release any form of information that could be individually identifiable health information (IIHI).  IIHI can be created by any department in the facility that has records or components listed in the facility designated record set.

Authorizations will be needed to release to any requestor other than the patient or the patient’s representative except as noted in the exceptions for mandatory release and release without authorization in the Release of Information Standards policy.  Authorizations must be kept for a minimum of six years.

Verification: It is also very important to verify who the requestor of any patient health information is unless the request is routine and previously determined to be within guidelines suggested in the release of information standards.  The authorization form has a special box to indicate what method was used to verify the identity of the requestor.  Whenever a requestor does not provide the proper identification, it is permissible to refuse the release of information until you have 
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had the opportunity to satisfactorily perform the verification process.  Remember there may be times that verification must occur verbally as well as in person.  
Be sure you understand how this may impact your particular work setting especially if you should ever be in the position to make a decision regarding release of health information.

Release of Information Standards: This policy sets standards by which a LifePoint facility should operate when releasing protected health information both for internal and external uses and disclosures.  There are several facets of this policy that cover mandatory use and disclosure where patient information can be used or released without the patient’s authorization as well as what must NOT be released unless there is a patient authorization.  There are also specific situations in which a patient should be given the opportunity to opt out or agree or object to the use or disclosure.

This policy provides specific guidance for the release of information to law enforcement personnel that should be referred to anytime a request is received 

and it is unclear as to how the request should be handled.  In any circumstance, if you are not sure what the appropriate decision should be, then do not hesitate to seek additional guidance from your supervisor or Facility Privacy Officer.

Remember, unless the request is one involving a life threatening circumstance or other urgent/emergent situation, it is “OK” to take the time to seek guidance regarding the correct decision to be made.  Do make note that there may be some state laws that are stricter or provide a greater right to privacy for the patient than the Corporate policies provide.  If that should be the case, your privacy officer will provide the guidance necessary to make the right decision or refer to Corporate legal counsel if necessary.

Psychotherapy Notes: For those LifePoint facilities that provide specialized psychotherapy services or have Psychiatric units/floors, there are specific rules and additional requirements that must be noted when requests to release psychotherapy notes are received.  It is important to understand what a psychotherapy note is and how it differs from other patient health/medical record components.  Often times the psychotherapy notes are not even kept in the same locations as the rest of the patient record.  All requests for psychotherapy notes must be provided on a separate request form and separate authorization for release of information should be used.

Personal Representatives: Sometimes a patient is not always able to be present or does not feel confident enough to make decisions regarding how his/her health information should be used and disclosed.  For this reason, a patient is allowed to appoint, formally or informally, another individual to make these decisions for him/her.  The facility Conditions of Admission form or other mechanism should be used to give the patient the opportunity to agree or object 
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to this appointment.  Whenever possible, it is advisable to get his appointment documented but sometimes it is necessary to take a verbal request.  This documentation should be retained for at least 6 years.  Formal appointments may be done in the form of a power of attorney or custodial relationship or as required by individual state law.

Marketing & Fundraising Activities: These activities should never use protected health information (PHI) or individually identifiable health information (IIHI) without a patient’s express consent to do so.  If in doubt, please contact your Facility Privacy Officer, the Corporate Privacy Officer, or call the Ethics and Compliance Hotline.

Research: Generally, LifePoint facilities do not participate in research activities with large universities or vendor programs.  Should the need to do this arise, it is very important to obtain a patient authorization to use/disclose any patient health information while participating in the research activity.  Patient authorization will also include a statement that must be signed by the patient in which the patient understands that the results of the research activity will not be available for the patient to review including any documentation made with regard to the patient’s condition until after the research event has been completed.  It is recommended that any participation in an event or activity of this nature be approved by Corporate.



Summary
LifePoint Hospitals has set forth this program to establish a consistent training program for all members of our workforce.  It is not our intent for any of these policies and procedures to be interpreted as a waiver of patient rights regarding how their information should be used; nor shall we use any of this information to retaliate against our workforce members or any of our patients.  We trust you will find this information helpful and useful as you perform your duties while both at work and elsewhere.  Remember, we care about our patients and their right to privacy.
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For help with a privacy related concern or to report a complaint or possible violation of the Patient Privacy program, please contact your supervisor, another member of local management, your local facility privacy officer, the corporate privacy officer, or the corporate ethics line at : 1-877-508-LIFE (5433).

P -
Protect protected health information (PHI) as if it were your own information.

R - Respect patient requests regarding how their information should be used and disclosed.

I -
Inform patients of how you will use and disclose their individually identifiable information.

V -  Verify the identity of all persons that may request access to protected health information.

A - Assess access to the minimum necessary amount of information needed to do your job.

C - Comply with the standards for Patient Privacy explained in the Patient Privacy Program Brochure.

Y - You are responsible for how you use and disclose patient information- Remember, we care about our patients and their right to privacy.


HIPAA – Patient Privacy Program





I acknowledge that I have received training for LifePoint Hospital’s Patient Privacy Program. I understand that it represents mandatory policies of the organization and my facility, and I agree to abide by it.










Signature

Position

Printed Name

Social Security Number

Date 

Facility
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